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Why Do This At All?
Some people would say that getting a secure web server going is not a trivial task.

It involves the installation and integration of multiple technologies (Apache and OpenSSL), the
acquisition (or generation) of a X.509 server certificate, and intimate knowledge of the underlying
protocols (and tools) to get the solution going.

SSL Is A Good Thing

So why bother? Here are two compelling facts that support the idea that secure websites are a
good idea.

1) SSL raises the security of your website in general.
2) SSL is at the heart of eCommerce transactions.

In other words, providing SSL may enhance your reputation and certainly helps to make your
customers feel more secure when browsing. They may even become comfortable enough to
overcome the psychological barrier many people have when it comes to conducting online
financial transactions.

SSL Enables Good Security

First of all, understand that the vast majority of Internet traffic is not secure by any means. Traffic
(meaning TCP/IP packets) flow on quasi-public digital highways and can be sniffed, diverted and
otherwise manipulated in transit by malevolent forces.

This applies equally to the BIG 3 Internet applications, remote access, email and web.

Technology Port  Tool
Remote Access 21 TELNET
email — send 25 SMTP
email - read 110 POP
World Wide Web 80 HTTP

All of these technologies pass their information (including supplied credentials) in the clear. This
means the only thing preventing someone from stealing your credentials is either indifference or
ignorance — neither of which can be considered a worthwhile security policy.

A General Description Of How WWW Services Works

This particular module focuses on how to secure the third member of the BIG 3, the World Wide
Web.

Here’s what happens in a typical WWW session:

1) A web browser forms a connection with an Internet entity on port 80.

2) A web server waiting on port 80 responds by indicating it is ready for instructions.
3) The web browser issues a request to the web server, usually GET //index.html.
4) The web server either returns the index.html file or an error message.

5) The web server breaks the connection and goes back to waiting for connections.

Bear in mind that this is all done using the HTTP protocol.



The Problem With Default Web Browser Behavior

Everyone in the world who is used to surfing the web is accustomed to using the HTTP protocol
implicitly. This functionality has progressively been programmed into our web browsers in an
effort to make using the WWW simple, easy and fun.

Consider the following:

open 2| x|

Type the |ntemet address of a document ar falder, and
Internet Explorer will open it for you,

DOpert I ey, dd-industries. com j
[T Open asz web Folder

] I Cancel | Browsze. . |

In the above example,

In the URL supplied by yours truly, there’s no mention of protocol, only a Fully Qualified Domain
Name (FQDN), which will hopefully be resolved to an IP address by my DNS server.

While this URL is technically incomplete, the connection is still going to be formed without any
complaint by the web browser. | click on “OK” and here is what the browser returns to me:

Consider the following:

<3 http:/ fwww.dd-industries.com, - Microsoft Internet Explorer =10l x|

J File Edit “ew Favorites Tools Help ﬁ

J dpack ~ = - () tat | {0l search [GelFavorites £ #History ||%v = R

J.ﬂc_ldress IE htkp: f framenes, dd-industries..com j f\’GD H Links **
-

DD-Industries.com

TInder construction

|&] Done I_I_lﬂ Internet

N

In the above example,




So, if I didn’t supply enough information, how did it still work?

The web browser supplied additional information on a “best guess” basis - the “best guess” being

that | was interested in connecting towww.dd-industries.com with the Hyper Text Transfer
Protocol, HTTP, on port 80 of that computer.

Browsers Do Not Default To HTTPS

This output in the previous example is perfectly acceptable to those surfers only ever accessing
information with HTTP and casually browsing. Unfortunately, surfers get really anxious about
exchanging private information (such as credit card numbers) using HTTP because they are
aware of many circumstances of Internet-oriented credit card fraud.

These days, surfers look for "that little lock” when conducting financially sensitive transactions.
What many of them don’t know (and don’t care about) is that they are no longer using HTTP
when “that little lock” is visible on the bottom status bar of the web browser. At that point, they're
using HTTPS, a completely different protocol.

As we've already seen, most web browsers default to the HTTP protocol when the protocol is not
explicitly stated. The HTTP protocol uses port 80. Websites providing secure web services via
HTTPS use port 443.

So, if you're interested in running an eCommerce site, HTTP is only interesting if it somehow
leads the customer to HTTPS. But, and this is a big but, customers unaccustomed to specifying
the protocol as part of the URL demand HTTPS when their web browsers are defaulting to HTTP!

The Redirection Workaround
The answer to getting around this problem is to create at least two websites.

The first website is available via HTTP on port 80 and it has some very basic functionality

1) It checks the browser capabilities.

2) It may issue a warning if the browser security is weak (key length is too short).

3) It may issue a warning if the browser is incapable of supporting HTTPS.

4) If everything looks OK, it transparently redirect the web browser to the secure website.


http://www.ddindustries.com

How This Module Is Structured
This module will show how to:

* Prepare for an HTTPS website

* Create a HTTP website & making sure it works

* Create an HTTPS website & making sure it works

* Redirecting traffic from the HTTP website to the HTTPS website



SECTION 0: Preparing For an HTTPS Website

How To Secure An Additional IP Address

This particular system starts out with the IP address 192.168.0.10 and has a functioning web
server. These are a direct result of a “stock” Red Hat install.

Consider the following:

£ root@little.dd-industries.com: froot =10 x|
[rooct@little ~root]d ifconfig =]
sthi Link encap:Ethernset HWaddr 00:00:B4:9D:E1:B7

inet addr:192.168 . 0.10 PBocast:192.168.0.255 Mask:255.255.255.0
TP BROADCAST RUNHNING MULTICAST HTU:1500 Hetric:1

RY packet=:10317 errors: 0 dropped:0 overrun=:0 frame:4

TH packets: 4024 errors:0 dropped:0 overruns: [0 carrier:(
colli=sions: 0 tEgueuslen: 100

Interrupt:1l Base address:0xcl00

1o Link encap:local Loopbaclk
inet addr:127 . 0.0.1 Mask:255.0.0.0
TF LOOPBACK RUNHING MTU:3924 Metric:1
RX packet=s:79 errors.0 dropped:] overruns: 0 frame:0
T packets:79 error=s:0 dropped:0 overruns: (0 carrier:0
colli=ions: 0 txgqueuslen:

[root@little <root]d

[

In the above example,

Because this process will eventually result in an SSL enabled server, some additional steps at the
outset must be performed that wouldn't necessarily be required for a regular website.

One of those steps is the activation of an additional IP address. Because we are on a private
network under our own administration, securing an IP address is trivial and the secure website
will be installed on the IP address 192.168.0.11.

In the case of an Internet entity, your ISP will have to be contacted for a valid IP address.

They may also be required to perform some DNS work for you.




How To Change The DNS Data Files

Part of the challenge of making HTTPS work properly involves securing an additional IP address
for that service. This is because of how SSL works. It operates at the transport level, below
name services. This means that every SSL server requires a unique IP address.

Consider the following:

Z* root@ddio1.dd-industries.com: /root o ] [
i IN SO ddin0l hostmaster . ddill. ;l
2001022702 ; =erial
3600 ; refresh
900 ; retry
1209600 ; expire
43200 ; default_ttl
)

Houselkeeping records (Hame Server and Hail Exchanger)

@ IH HX = ddi02 dd-industries.com.
o1 IH HS dhn= . dd-indu=stries com.

Thi=z i= the IP address that i= returned for the domain

@ N A 192 168 0.1

: Host records appear here

éatalags IN A 132 .168.0.11

£

In the above example a line has been added to the file that holds the DNS record for this domain,
dd-industries.com. The line details the name of the new server, catalogs, plus the IP address
that the name is associated with, 192.168.0.11.

The next step is to reload the DNS database:



How To Tell DNS To Reload Its Data Files

There are a couple of ways to reload the DNS database. One involves using the startup scripts,
another killing and restarting the server directly.

There is also a command suite available to tell the named program what to do. One of the
commands tells it to reload its databases. The command is ndc reload.

Consider the following:

* root@ddi01.dd-industries.com: /rook =10l x|
[root@ddill ~root]d# ndc reload -]
Reload initiated.

[root@ddill <root]d B

In the above example the ndc reload command was used to tell the named DNS server to reload
its data files.



How To Test The New IP Address
Just because an IP address has been secured and activated in DNS does not a webserver make!

Consider the following:

& root@ddiol.dd-industries.com: /root

_iol i
[root@ddil]l ~root]# ping catalogs dd-industries.com :J
Warning: no SO_TIMESTAME support. falling back to SIOCGSTAMP

FING catalogs. dd-industries . com (192 168.0 11) from 192 168 .0.1 : 56(84) byte=s o
f data.

From router . dd-industries.com (192 .163.0.1):
From router.dd-industries.com (192.168.0.1):
From router . dd-industries.com (192.168.0.1):

Destination Host Unreachable
Destination Host Unreachable
Destination Host Unreachable

——— catalogs . dd-industries.com ping =statistics ——

4 paclket=s transmitted, 0 packets received, +3 errors, 100% packet loss
[root@ddi0]l ~root]#

In the above example the ping command was used to test both DNS and IP. While the Fully
Qualified Domain Name (FQDN) catalogs.dd-industries.com resolved properly to the IP

address 192.168.0.11, there was no answer to the ping because no machine has yet had the IP
address



How To Assign The New IP Address

Now that an IP address has been secured and activated in DNS, it is now necessary to link that
IP address to the physical computer.

Consider the following:

& root@little.dd-industries.com: froot o ] [

[root@little ~root]d¥ i1fconfig eth0:1 192.168.0.11 :J
[root@little sroot]d ifconfig

sthi

=thi:1

lo

Link encap:Ethernset HWaddr 00:00:B4:9D:E1:B7

inet addr:192.168.0.10 Bcast:192.168.0.255 Mask:255. 255 255.0
UTF BROADCAST REUHNING MULTICAST MTUO:1500 Metric:1

RX paclket=:11521 errors.0 dropped:0 overruns: 0 frame:d

TH packet=s:4535 errors:0 dropped:0 overrun=:0 carrier:0
colli=ions: 0 tzgueuslen: 100

Interrupt:11 Base address:0x6100

Link encap:Ethernet HWaddr 00:00:B4:9D:E1:B7Y

inet addr:192 168 0.11 Boast: 192 168.0.255 Ma=sk:255 255.255.0
TP BROADCAST RUWNHING MHULTICAST HTU:1500 Hetric:1

Interrupt:11 Base address:0x6100

Link encap:local Loopbachk

inet addr:127.0.0.1 Ma=sk:255.0.0.0

TP LOOPBACK RUHNHNIHNG HTU:3924 Hetric:1

Fi packets:79 errors:0 dropped:0 overruns:0 frame:0
TE packet=s:79 errors:.0 dropped:] overruns: 0 carrier: 0
colli=ions: 0 txqueuslen:

[root@little <root]#

In the above example,




Testing the Newly Assigned IP Address

Consider the following:

& root@ddiol.dd-industries.com: /root

[root@ddill ~root]¥ ping catalogs dd-industries.com

Warning: no SO_TIMESTAME support. falling back to SIOCGSTAMP
FING catalogs.dd-industries . com (192 .168.0.11) from 192.168.0.1
f data.

64 bytes from 192 . 168.0.11: icmp =eg=0 ttl=2Z55 time=1.153 m=ec
64 bytes from 192 168 .0.11: icmp =eq=1 ttl1=255 time=492 u=ec

64 bytes from 192 168 . 0.11: icmp =eq=2 tt1=255 time=503 u=ec

64 bytes from 192 .168.0.11: icmp =seg=3 ttl1=255 time=497 u=ec

64 bytes from 197 .168.0.11: icmp =s=eg=4 ttl1=255 time=473 us=sec

——— catalog=s dd-industrie=s . com ping =tatistics ——

5 packet= transmitted, & packets received. 0% packet los=
round—-trip nincavg-maEsmdev = 0.473-0.623-1.153-0. 266 n=
[root@ddill <root]d B

=10l x|
Al

{84} byvte=s o

In the above example,

The ping resolves and gets an answer!




SECTION 1: Creating A Regular Website

How To Configure The Web Server

To create a regular website the httpd.conf file for your Linux box must be edited and an entry
added.

Consider the following:

£ root@little.dd-industries.com: /home /webs/catalogs.dd-industries.com =10 x|

catalogs.dd-industries . com — BEGIN

A =imple HTTP web=site

*
¥
i
i
*
*
i
<

VirtualHo=t 192.168.0.11:
ServerName catalogs . dd-industries . com
Serveridmnin info@dd-industries. comn
DocumentRoot ~home-swebs-catalogs dd-industrie=s.con

Errorlog shomeswebs-catalogs . dd-industries . conlogszerror
CustomLog shomeswebs-catalogs dd-industries. conlogs access common
{sVirtualHos=st :
#
# catalogs.dd-industries. com — END
i

In the above example the httpd.conf file has been edited and a website entry has been added.



The httpd.conf Entry, Annotated

This is a comment. All characters after the hash mark, #, are ignored by the web server.

<Virtual Host 192.168.0.11>

This ties the web server to a particular |IP address. Because no port
is specified, the default port (80) is assunmed to be the port that the
server is being instructed to listen to.

Ser ver Narre cat al ogs. dd-i ndustries.com

This tells the web server the FQDN that corresponds to the |IP address
suppl i ed above.

Server Adm n i nfo@ld-i ndustries.com
This tells the web server who to contact if there are probl ens
Docunent Root / honme/ webs/ cat al ogs. dd-i ndustri es.com

This tells the web server where to locate its files, where the website
for this entry physically resides.

ErrorLog / hone/ webs/ cat al ogs. dd-i ndustri es. conl | ogs/error
Tells the web server which file to store error nmessages.
Cust onlog / home/ webs/ cat al ogs. dd-i ndustri es. com | ogs/ access

Tells the web server which file to store access i nformati on and ot her
informati on not related to errors.

</ Vi r t ual Host >

This terminates the entry, telling the web server that no further information is available on this
website.



Testing the Web Server

Testing this installation is simple.
» Create a sample index.html on the target server
» Restart the web server so it reads in the new entry
* Testthe web server with telnet

* Test the web server with lynx

Creating The Sample index.html File

Consider the following:

:" root@little.dd-industries.com: /home /wehbs/catalogs.dd-industries.com

[root@little catalogs dd-industries . com]d cat — 3 index html
<HTHL >

{TITLE:Catalog=s Flaceholder Page«<-TITLE:

<BODY »

Gresetings. This i= a placeholder page.

<P

It will be replaced by a redirection page shortly.
<-BODY »

<~ HTML >
[root@little catalogs.dd-industries.com]®

=10l x|

In the above example the — character was used to redirect standard input to the file index.html.

The lines were typed in directly and then CTRL-D was used to tell Linux that the file was

complete. CTRL-D is the file termination character in Unix.



Restarting The Web Server
Use the script to restart the server:

Consider the following:

_-__-'j"'-' root@little.dd-industries.com: /rookt

[root@little ~root]d¥ ~etcsrc.dsinit.d httpd start
Starting httpd:

[root@little ~root]d B

=10l x|

In the above example,



You can also accomplish this with the apachectl command:

Consider the following:

___* root@little.dd-industries.com: fetc/httpd,/conf

[root@little conf]¥ apachectl restart
susr-sbinsapachect] restart: httpd restarted
[root@little confldt B

=10

In the above example,



Testing the Web Server With telnet

There is a way to test the web server from the command line using the telnet tool.

Consider the following:

& root@ddiol.dd-industries.com: /root

[root@ddil]l ~root]# telnet catalogs.dd-industries.com 80
Trving 192.168.0.11. ..

Connected to catalogs dd-industries. com.

Ezcape character is '"]'.

GET ~vindex. html

<HTHL»

<{TITLE:Catalog=s Placeholder Page<-TITLE:

<BODY »

Grestings. This iz a placeholder page.

<P>

It will be replaced by a redirection page shortly.
< BODY »

< HTHML:

Connection closed by foreign host .

[root@ddill <root]d B

=10l x|

In the above example, a connection to a web server was established on port 80 using the telnet
command. Once the connection was established, the GET command was used to ask for the file

/lindex.html, which was immediately returned by the web server.

Note that once index.html was delivered, the web server terminated the connection. In other

words, the connection was initiated by the client, but ended by the server.



Testing the Web Server With Lynx
Consider the following:

* root@ddi01.dd-industries.com: /rook =10l x|
Catalogs Flaceholder Fage ﬂ

Grestings. This i1z a placeholder page.

It will be replaced by a redirection page shortly.

Commands: Use arrow keys to mowe, 'Y’ for help, 'g' to guit, '<—' to go back.
Arrow keys: Up and Down to move., Right to follow a link; Left to go back.
Hielp O)ption= Plrint Glo Hlain s=creen Qluit ~=ssarch [delete]=history li=t i

In the above example the lynx web browser was used to verify that the website was working.



How to Detect An Insecure Web Session
Consider the following:

<} Placeholder Web Page - Microsoft Internet Explorer - 10| x|

J File Edt Yiew Favorites Tools Help ﬁ
J FBack » = - ) A | ‘Qhsearch [GfFavorites £ 4History ||%~r =8 K

J.ﬁ.gh:lress @ hktp: fcatalogs . dd-industries, com j .ﬁ)GD JLinks ¥

[-

Greetings, This 15 a placeholder page.

It will be replaced by a redirection page shortly.

[~
|&] Done |_|_|ﬁ Internet v

In the above example, Microsoft Internet Explorer was used to verify that the web server
configured for catalogs.dd-industries.com responded to client requests. As you can see from
the lack of a “little lock” on the bottom status bar, this is an insecure connection based on HTTP.




How to Detect A Secure Web Session
Here is a preview of what this module is trying to accomplish:

Consider the following:

a Secure DD Catalogs Web Sites - Microsoft Internet Explorer

J File Edt Yiew Favorites Tools  Help
J HBack « = - () ot | ‘Qsearch  [SFavorites £ 4History ||%v =58 i

JF'-QIEIFESS @ http:/fcatalogs.dd-industries. cam j .f'{)GD JLinks 2

plastics
it
paper

[~
€] I_ E 4 Internet >

In the above example, Microsoft Internet Explorer was used to verify that the web server
configured for catalogs.dd-industries.com responded to client requests. As you can see from
the “little lock” on the bottom status bar, this is a secure connection based on HTTPS (even
though the URL in the Address box may lead you to conclude otherwise).




SECTION 2: Creating an SSL Website

Now that a basic web site has been enabled and established the SSL website must be
configured.

SSL is a complicated topic that revolves around certificates, particularly X.509 certificates. For
this example to work, a certificate must be obtained or generated for this server.

First, we want a destination for all of our secure traffic — called secure.dd-industries.com. To
make that destination a reality we have to enter it in a DNS server.

Creating the secure.dd-industries.com DNS Entry
Add the entry to the DNS database

Consider the following:

2 root@ddio1.dd-industries.com: /var/named 10l x]
@ IN S04 ddinl hostmaster . ddildl. ;l
2001022702 ; =erial
3600 ; refresh
900 ; retry
1209600 ; expire
43200 ; default_ttl
J

Houselkeeping records (Hame Server and Mail Exchanger)

@ IH MX = ddi02 dd-industries.com.
o] IH HS dns.dd-indu=stries. com.

Thi=z i= the IP addressz that i= returned for the domain

@ N A 192 168 0.1

Host records appear here

éatalngs IH A 192 168 .0.11
=EcCure IH A 192 168 .0.11

In the above example,



Activating and Testing secure.dd-industries.com TCP/IP Connectivity
Restart the name server and test name resolution with ping.

Consider the following:

&£ root@ddi0l.dd-industries.com: /¥ar/named o ] [

[root@ddil]l named]#¥ ndc reload

Eeload initiated.

[root@ddill named]¥ ping —cd secure.dd-industries. com

Warning: no S0 TIMESTAMP support. falling back to SIOCGCSTAME

FING =ecure.dd-industries.com (192 .1683.0.11) from 192 .168.0.1 : S56(84) byte=s of
data.

64 bytes from 192.168.0.11: icmp =eg=0 ttl1l=250 time=711 u=ec

64 bytes from 192 168 . 0.11: icmp =eq=1 tt1=255 time=507 u=ec

64 bytes from 192 .168.0.11: icmp _=seg=2 ttl1=255 time=506 u=sec

64 bytes from 192 .168.0.11: icmp =egq=3 ttl1l=255 time=475 usec

——— =ecure.dd-industries com ping statistics ——

4 packet= transmitted, 4 packets received. 0% packet loss=
round—-trip mnincavg-mazE-smdev = 0.475-0.549-0.711-0.098 m=
[root@ddil]l named]#

[

In the above example,



Testing secure.dd-industries.com HTTP Connectivity
Confirm that secure.dd-industries.com responds to normal HTTP requests:

Consider the following:

4“3 Catalogs Placeholder Page - Microsoft Internet Explorer

J File Edit ‘“ew Favorites Tools Help

J = Back - = - @ ol | QSEarch [Ge] Favarites @History ||%v =R

J.ﬁ.c_lclress IE http:/fsecure, dd-industries. com/ j ﬁGu HLinks Y

Greetings, This 15 a placeholder page.

It will be replaced by a redirection page shortly.

|@ Dane l_l_lﬂ Internet

N

In the above example,



Testing secure.dd-industries.com HTTPS Connectivity
Without any further configuration this should fail:

Consider the following:

/2 Cannot find server - Microsoft Internet Explorer

J File Edit ‘“ew Favorites Tools Help

J = Back - = - @ ol | QSEarch [Ge] Favarites @History ||%v =] b

J.ﬁ.c_lclress IE https: /fsecure, dd-industries. com/ j ﬁGu HLinks Y

@ The page cannot be displayed

The page you are looking for is currently unavailable, The web
site might be experiencing technical difficulties, or you rmay need
to adjust your browser settings,

Please try the following:

e Click the Refresh button, or try again later,

# If you typed the page address in the Address bar, make
sure that it is spelled correctly,

o To check your connection settings, click the Tools menu,
and then click Internet Options. On the Connections
tab, click Settings. The settings should rmatch those
provided by your local area network (LAN) administrator or
Internet service provider (ISP).

& If your Network Administrator has enabled it, Microsoft
Windows can examine vour network and automatically

|@ Cone l_ l_ |@I My Computer

| EX

In the above example,




Time to test the connection directly with telnet.

Consider the following:

..—‘ root@ddi0l.dd-industries.com: /rook

[root@ddill ~rocot]¥ telnet catalogs.dd-industries.com 443
Trying 192 .168.0.11. ..

telnet: connect to address 192.168.0.11: Connection refused
[root@ddinl <root]d B

=10

In the above example,

The server is not yet available



Enabling SSL
OpenSSL
Two things are needed — a certificate and a key.

X.509 Certificate Generation



Create the Private Key and Certificate Request

First of all, have a care and generate your keys in a safe place! | recommend that you use the

/root directory

Consider the following:

___" root@little.dd-industries.com: /root/passwords.and.keys

[root@little ~]¥ cd “rpasswords.and. keyss
[root@little passwords. and. keys]#d pwd
Srootspasswords . and . kevs

[root@little passwords. and keys]d B

=10l x|

In the above example the cd and pwd commands were used to navigate to the
/root/passwords.and.keys directory.



How to Generate A Certificate Signing Request File

The first step in obtaining an X.509 certificate is to create a file that contains the information
necessary to generate the certificate. The csr file contains information about the organization
requesting the certificate.

Consider the following:

_; root@little.dd-industries.com: /root/passwords.and.keys - | EI|5|
[root@little passwords.and.lkevs]# opens=l regq —-new > secure.dd—industries.cnm.cs:J
T

O=zing configuration from ~usr-share s=zl-open==sl.cnf

Generating a 1024 bit RS54 private key

........ ++++++

A+

writing new private key to 'privkey.pem'

Enter PEM pa=s==s phrase:

VYerifyving password — Enter PEM pass phrase:

You are about to be asked to enter information that will be incorporated
into your certificate reguest.

What wou are about to enter i= what i= called a Distinguished Hame or a DH.
There are quite a few fields but wou can leawve =ome blank

For some fields there will be a default wvalue,

If wou enter '.', the field will be left blank.

Country Hame (2 letter code) [AU]:HE

State or Prowince Hame (full name) [Some-5tate] :Hong Hong

Locality Hame (eg. citv) []:Hew Territories

Organization Hame (eg. companv) [Internet Widgits Pty Ltd]:DD Industries Ltd.
Organizational Unit Hame (eg. section) []:Head Office

Common Name (eg. wyour name or your =erver's hostname) []:=ecure. dd-industrie=s.co

m
Email Address []:infof@dd-industries.com

Flea=e enter the following 'extra’ attributes
to be =ent with your certificate request

4 challenge password []:

An optional company name []: o
[root@little passwords.and. key=]# &

In the above example the secure.dd-industries.com.csr file was generated with the openssl
command. This file contains the information required to create the X.509 server certificate.




How To Remove the Passphrase From The Private Key

In some instances it may not be desireable to have a passphrase on the private key. In this case,
the passphrase would be requested each time the web server process is re-started. This can
cause problems when your web server is physically remote.

Many people remove the passphrase from the private key — remember, this can open a big
security issue that must then be managed. Choose your strategy appropriately.

Consider the following:

* root@little.dd-industries.com: /root/passwords.and.keys o ] [

[root@little passwords.and.kevs]# openssl rsa —in privkey. pem —out secure.dd—ind:J
ustries.con.key

read RESA kevy

Enter PEM pa=s==s phrase:

writing RS54 key

[root@little passwords.and. kevs]d ls

FEed Hat . public.key secure.dd-industries.com.csr
privlkey . pen zecure . dd-industries . comn. key
[root@little passwvords. and. key=s]#

In the above example the passphrase was stripped from the file privkey.pem to derive a
passphrase-free key file, secure.dd-industries.com.key.



How To Create The X.509 Certificate

Now that the csr has been prepared and a passphrase-free private key is available, it is time to
perform the final step in terms of creating the files necessary to support X.509 certificates.

Consider the following:

& root@little.dd-industries.com: /root/passwords.and.keys o ] [

[root@little passwords.and. kev=]# opens=sl ®x509 —-in secure.dd-industries.com.csr .

—out =ecure. dd-industries . com. crt —-reg —signkey secure. dd-industries. com. key —d
ay=s 1825

Signature ok

subject=-C=HE-S5T=Hong Kong<L=Hew Territories-(=DD Industries Ltd.~0U=Head Qffice
SCH==ecure.dd-industries com Email=info@dd-industries . com
Getting Priwvate key

[root@little passwords. and. keys]d l= -1

Fed Hat .public. lkey

privlkey . pen

zecure . dd-industries.com.crt

zecure . dd-industries . com. csr

zecure . dd-industries . com. key

[root@little passvords.and. keys]#

In the above example the openssl command was used to create an X.509 certificate contained in
the file secure.dd-industries.com.crt.




Where To Put The X.509 Certificates And Server Key
Move the certificate and key to the appropriate places

Consider the following:

& root@little.dd-industries.com: /root/passwords.and.keys o ] [

[root@little passwords.and. keyv=]l#d l= -1
Eed Hat .public.lkey
privkey  pem
secure . dd-industries. con. crt
secure . dd-industries. con. csr
zecure  dd-industries . con. key
[root@little passwords.and.keys]d ls setcrhttpdsconts
httpd conf nagic ==l crl ==l cs=r ==1.prm
access.conf  httpd . conf . rpmner srm.conf ==1 . crt ==l key
[root@little passwords.and.lkevs]# mv secure.dd-industries. com.lkey ~etc-httpd-con
fr==]l key
[root@little passwords. and. keys]# nv secure. dd-industries com.crt ~setc httpd-con
fr==1 . crt
[root@little passwords.and. kevs]d l= -1
Fed Hat .public.lkey
privkey . pem
zecure . dd-industries . com. csr
[root@little passwvords. and. key=s]#

In the above example,

OK, now the certificate and the key are in the appropriate places.

Time to do some investigating!



What The Inside Of An X.509 Certificate Looks Like

Consider the following:

o |m] 3
[root@little ==l . crt]d cat secure. dd-industries.com.crt :J
————— BEGIHN CERTIFICATE———
MIICATCCAkaCARAwDOY Ko ZlhveNAQEEROAvgbgrCz AJBgHVEBAY TAKKIHRIwEAYD
VOOIEw]l Ih25nIEt whnicxGDAWEgHYBACTDOS 1dvBUZEIvaikvenl 1oz ERHELGATITE
ChMSREDgSWELAEN enl loyBHAGOuMROwEGYDVOOLEwt IZWFLIE9nZn ]l jZTEWMBEG
AITEARMY o2 VidET 1 LnRE LW IuZHVzdHIpZEHuY 29t HS Ty Iw ¥ JKoZ T hwvecHAQKEFhZp
bnZwGRELT L uZHVzdHIpZEHuY 29t HBAXDTAvMDEwH JEwHTHIN1 oXDTASHDEwMTEw
NTH1NlowghgxCz ATBgHVBAYTALhIMRIwEAYDVOOIEw]l Ib2EnIEt whnexGDAWEgHY
BAcTDOS1dwBUIZE I vaXRvenl lezEBMELGAI TEChHSEEQgSWS kAXH 0o ] 1 cwBHAGO
MEOwEgYDVOOLEwt IZWFLIE9nZn]l jZTERHES GAITEARMY o2 VidXT 1 LnRE LT luZHY=
dHIpZEMu Y29t HSUw Iw Y I KoZ ThveHAQEEFhZpbnZeQGRE LT IuZHV=dHI pZEMu ¥ 29
MIGEHADGCSgGSIbADQERBAQUAA4GNADCEIQKBgDC 1VEGZNE."IDOOKyTC WU Sual
fradl 1Ew9KAlTRINLy EGLPvZY 1 IHRE+pxha N3 A90EQZBYELE 1 HHpF 9 Iwy Sk Ly
=mAel JESDE3VpCygPf FopSolP91.- nYo¥TinxoX26rFPavdbabxI+0155nEByngSHo
EQafghXd4H?sunlvwww I DAQABHANGCSgGSIb3DOEEBATAA4CGBAGEBZrOBv2 K2 T+Iv i
13gdRhSv+HYcBgt PC?z2ESspabd 3w Y02 - TOzSeV LavuCHhK 3gunZREYGF1 T4nVe
REvenPWget48tL0Wia0Nl3DFabPSeSAN-D1YC100DIdi6U-Yg9vPEIXuZd+XZebp
KEgQilgjlj4RVHZ?ugallcdsudgod

————— END CERTIFICATE———

[root@little ==] . crtld

In the above example,




What The Inside Of A Decoded Certificate Looks Like
Consider the following:

:." root@little dd-industries.com: fetc/httpd/conf/ssl.crk — | O | il
[root@little ==]l.crt]d opens=sl =509 —noout —text —in Secure.dd—industries.cam.cr:J
t

Certificate:
Data:
Verszion: 1 (0x0)
Serial Humber: 0 (0=x0)
Signature Algorithm: md5WithRESAEncryption
Issuer: C=HK. ST=Hong Kong. L=Hew Territories. 0=DD Industries Ltd.. (U=
Head QOffice, CH=secure.dd-industries. com-Email=infofdd-industries.com
Validity
Hot Before: Jan 2 10:53:57 2002 GMT
Hot After : Jan 1 10:53:57 2007 GMT
Subject: C=HEK. ST=Hong Kong. L=Hew Territorie=z. 0=DD Industries Ltd.. OU
=Head Qffice, CHesecure.dd-industries. con-Email=info@dd-industries.com
Subject Public Kev Info:
Fublic Key Algorithm: rsaEncryption
FES4 Public Key: (1024 bit)

Hodulu=s (1024 bit):
00:z2:d5:51:20:64:d4:7{:20:233:90:2b:24:c2:8d:
55:23:4a8:20:07:7£:36:9d:96:52:b0:£4:a0:25:44d:
19:4d:92:b5:ch:2c:fc:99:63:52:0c:44:4f a9 :ch:
16:8d:67:70:3d:38:43:99:05:60:4b:2b:51:cd:ad:
Bf:d48:c3:2f:7f:9:42:eb:b2:60:1e:92:31:39:0c:
1d:d8:ad4:2c:al:3d:f4:68:a7:92:08:3f:dd:7f:9d:
87:18:42:39:bl:al:7d:ba:ac:53:da:bd:d6:da:6f:
12:3e:d2:54:92:9c:1c:a7:83:91:e8:27:d6:9f : 82
15:f8:1f:bb:2e:9f :4b:f0:bf

Exponent: 65537 (0=x10001)

Signature Algorithm: mdSWithRSAEncrvptio
60:59:ac:e0:6£:d9:7d:93:f8:9b:c6:8b:78:1d:46:14:b2:£8:
ch:5c:06:ab:4f :0b:bo:£f1:13:9b:29:69:bf :77:2b:06:10:dkb:
fd:ce:cf:9%:15:2d:ac:2e:08:c8:4a:de:0b:a7:65:15:d8:18:
58:88:e2:65:7a:46:fc:e7:3d:6a:9%e:b7:8f:2d:2f :45:a2:6b:
43:65:dc:31:5a:2e8:fe:be:ed:03:7f:0f£:56:02:d7:4a:03:21:
dd:ba:51:0f:d8:83:db:cf:10:85:2=:65:df:97:65:2=:29: 2a:
ad:00:d2:08:=e5:8f:84:55:1d:9=:e=:a%:a5:f4:71:db:2e:76:

Oa:1d
[root@little ==] crtld =

In the above example the openssl x509 command was used to display the decrypted contents of
the secure.dd-industries.com.crt file.



Enabling The HTTPS Web Server

The Edit the httpd.conf file to include the IP address and name secure.dd-industries.com.

Consider the following:

£ root@little.dd-industries.com: /home /webs/catalogs.dd-industries.co o ] [

Customnization for S5L functionalitwy

GL 2002-01-02 17h34

HEHHEHH®ERR

Listen 443
¢VirtualHo=t 192.168.0.11:443>»
DocumentRoot ~<homeswebszecure
ServerHame =ecure.dd-industrie=s. com
Serwveriddnin root@zscure . dd-industries. com
Errorlog ~etc~httpdslogsserror_ log
Tran=zferlog retc httpd-logs-access log
S5LEngine on
S5lCertificateFile ~etoc httpd-conf.==] crt szecure.dd-industries. com.crt
SS5lCertificatekevFile setcshttpd<conf.-ssl . keyv-secure.dd-industries.com. key
RBSSLCACertificatelFile setcshttpd<sconf- ==l . crtsca—bundle.crt
«Files ™ "~ . (cgi|shtml)s"»

S5L0ptions +5tdEnvVars
sFile=:
{Directory "setcshttpdsocgi-bin":

SSLl0ptions +5tdEnvVars
{sDirectorv>
SetEnvIf Uszer-Agent " *HMSIE =" nnkeepalive ==]l-unclean—=hutdown
Customnlog setoshttpdslogss==s]l_request_log

"%t ¥h %{55L PROTOCOL}= *x{SS5L_ CIPHER}H wUEret Bt

<sVirtualHost :
"setoshttpd-confohttpd . conf" 12300, 42251C written

In the above example,



Restart httpd to enable the secure functionality

Consider the following:

___* root@little.dd-industries.com: /root/passwords.and.keys

[root@little passwords.and.kevs]# apachectl restart
susr-sbinsapachect] restart: httpd restarted
[root@little passwords.and. key=]t

=10

In the above example,



Testing the HTTPS Server
Test if secure.dd-industries.com responds to HTTPS requests

Consider the following:

open 2x|

Type the Internet address of a document or folder, and
|nternet Explorer will open it for you,

Oper: I https: /fzecure. dd-industres. com j
[T Open asz ‘web Folder

(] I Cancel | Browse. .. |

In the above example,

Now the site is available and the web browser and server begin to communicate
Consider the following:

Security Alerk x|

riri:"i |nformation you exchange with thiz site cannot be viewed or
? changed by otherz. However, there iz a problem with the zite's
* gecurnty certifizate.

The zecurity certificate was izzued by a company pou have
not chogzen to bzt Yiew the certificate bo determing whether
yoL wank ko brust the certifying authority.

0 The zecurity certificate date iz valid.

The name on the securnty certificate does nat match the
name of the zite.

Do you want bo proceed?

“H Wiew Certificate |

In the above example,



Consider the following:

General | petails | Certification Path |

T
E%- Certificate Information

This CA Root certificate is not trusted. To enable trust,

install this certificate in the Trusted Root Certification
Authorities store.

Issued to: DD

Issued hy: DD

valid from 29/12/2001 to 28/01/2002

Inskall CertiFicate...§| Issuer Statement |

In the above example,



Consider the following:

General | Detais Certification Path |

— Certification path

Wi Cerkificate

Certificate status;

This & Root certificate is not trusted because it is not in the Trusted Rook
Cettification Autharities skore,

In the above example,



Consider the following:

<3 Secure DD Catalogs Web Sites - Microsoft Internet Explorer

J File Edit ‘“ew Favorites Tools Help

=10 %

J = Back - = - I@ ot | QSEarch [Ge] Favarites @History ||%v b -

J.ﬂc_ldress IE https: /fsecure, dd-industries, com/

| @ao HLinks =

plastics
it
paper

|@ Dane

=

N |

l_ ré_ |4 Internet

In the above example,




SECTION 3: Redirecting HTTP Traffic To The Secure Website

The easiest way to do this is via PHP. Just replace index.html with a PHP page called

index.php. When the web server fails to find index.html it will instead load index.php, which

contains the redirection instructions necessary to enter the SSL website.

Consider the following:

___* root@little.dd-industries.com: /home/webs/catalogs.dd-indusktries.com

[root@little catalogs . dd-industries . con]d cat — » index.php
<¥php header("Location: http=:. v secure.dd-industries. com"); 7>
[root@little catalogs.dd-industries.com]®

=10

In the above example the index.php file was created using standard input redirection.



How To Enable HTTPS Redirection

Consider the following:

:" root@little dd-industries.com: /home /webs/catalogs.dd-industries.com
[root@little catalogs dd-industries. com]d pwd
shomeswebs-catalogz . dd-industrie=s. com

[root@little catalogs . dd-industries . conld ls
index . html index.php logs

[root@little catalogs . dd-industries.con]# mnv index html placeholder html
[root@little catalogs. dd-industries.com]#

=10l x|

In the above example,

This makes the web server load index.php instead — effecting the redirection.



How To Test For Correct Redirection

Consider the following:

open 2/ x|

@ Type the |ntermet addrezs of a document or folder, and

Internet Explorer will oper it for you,

Open: I hittp: #zecure. dd-industies. com/index. php j
[T Open azweb Folder

k. I Cancel | Browsze. .. |

In the above example, the browser is being directed to load secure.dd-
industries.com/index.php.



Consider the following:

Security Alerk x|

o

[

| nformation you exchange with thiz zite cannot be viewed or
i

changed by others, However, there iz a problem with the site's
gecurty certifizate.

The zecurity certificate was izzued by a company pau have
not chozen to trust. Yiew the certificate to determing whether
you want ko trust the certifying autharnity.

a The zecurity certificate date iz valid.

The name on the zecunty certificate does not match the
harne of the gike,

Do you want bo proceed?

|

Wiew Certificate

In the above example,



What This Document Enables
Consider the following:

a Secure DD Catalogs Web Sites - Microsoft Internet Explorer

=1
| & |

J.f\c_ldress IE https: fisecure, dd-industries, comy j &0 HLinks »

J File Edit “ew Favoribes Tools Help

J = Back -+ = - @ A | @58arch [G] Favorites @History ||%v =R

-l
plastics
it
paper

N

|&] Done |_|_é_|ﬂ Internet

In the above example the web session is now being conducted via HTTPS — indicated in two
ways:

¢ The URL includes the keyword https.
¢ The lock on the bottom status bar is closed.




Section 4: The Acid Test - Doing It For Real

/2 about:blank - Microsoft Internet Explorer o ] [

J File Edit “iew Favorites Tools Help ‘

J P Back - = - @ ot | @5&arch [Ze] Fawarites @History | %v =] -

| Address [@] abour:blank | @on ||uks »
;I
;I

|&] Done [ [ e mnternet i




-} about:blank - Microsoft Internet Explorer

=10l x|

J File  Edit  Miew Fawvorites  Tools  Help

| &Bak - = - (D & | Qsearch [GFavorites (History | B S -

J Address IE about:blank

~| @ao |JLinks »

open I i

Type the Intermet addrezs of a document or folder, and
Internet Explarer will open it for pou,

Oper: I catalogs. dd-industries. com j
[~ Open as 'web Folder

0k I Cancel | Browse. .. |

B

|&] Done [ [ |4 mkemet

N B




| 5} about:blank - Microsoft Internet Explorer O] =|

IJ File Edit Miew Fawvorites Tools  Help ﬁ

| &Back - = - D 4t | @search [GFavories  CfHstory | BN Sh -
| address @ about:blank ~| Peo |JLinks =

x -

rii'l |nformation you exchange with this site cannot be viewed or
.J. changed by otherz. Howewver, there iz a problem with the site's
* zecurity certificate.

& The security cerificate was izsued by a company pou have
niok chiozen o trust, Wiew the certificate to determine whether
wou warnk bo trust the certifving authority.

a The security cerificate date iz walid.

The name an the secunty certificate does nat match the
name of the site.

Do yow want to proceed?

Yes | Mo I Yiew Certificate |

48 Connecting to site 192, 168.0.11 [ [ [ |4 mternet

Bl




3 Secure DD Catalogs Web Sites - Microsoft Internet Explorer

J File Edit W“iew Favorites Tools Help

J Back ~ = - ) A | iQhsearch (G Favorites S &History ||%v =h -

J Address IE https:/fsecure, dd-industries . com)

plastics
i
paper

|&] Done I_Elﬂ Internet

N

What The Purpose Of This Document Is

Consider the following:



<3 DD Industries Catalog - Microsoft Internet Explorer =10 x|
J File Edit ‘iew Favorites Tools Help

J = Back - = - @ ik | @Search [3] Favorites @Histor\; ||%v =h -
J-ﬂddress IE https: | fsecure.dd-industries. camfplastics] j ﬁGa |JLinks 2

Y

DD Plastics Catalog

d Plaslic

- =
| indmwirian Limiind

Llsernarme: |

Password: | ﬂl

Did you forget your password? Click here

Do you want a password? Click here

_ hd|
|&] Done I_E|ﬂ Internet 4

In the above example,

Looks like a secure site to me ©

14/04/2002
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